

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Contributing to OWASP-Honeypot

First off, thanks for taking the time to contribute!
We gladly support and appreciate anyone is interested to contribute to the OWASP Honeypot Project. Overall developers may focus on developing core framework or modules. Please consider that we are using PEP8 python code style and using Codacy to figure the code quality. In addition, Github Actions will test your PR automatically on several Python versions (3.x). Before sending your PR, make sure you have added code-based documentation to your codes. If you use any code/library/module with a license, add the license into external license file.

We love your input! We want to make contributing to this project as easy and transparent as possible.


Steps to follow :scroll:


1. Fork it :fork_and_knife:

You can get your own fork/copy of OWASP-Honeypot [https://github.com/zdresearch/OWASP-Honeypot] by using the Fork button.

[image: _images/fork_button.jpg]Fork Button [https://github.com/zdresearch/OWASP-Honeypot]




2. Clone it :busts_in_silhouette:

You need to clone (download) it to local machine using

git clone https://github.com/Your_Username/OWASP-Honeypot.git






This makes a local copy of repository in your machine.




Once you have cloned the OWASP-Honeypot repository in GitHub, move to that folder first using change directory command.

# This will change directory to a folder OWASP-Honeypot
cd OWASP-Honeypot





Move to this folder for all other commands.




3. Set it up :arrow_up:

Run the following commands to see that your local copy has a reference to your forked remote repository in GitHub :octocat:

git remote -v
origin  https://github.com/Your_Username/OWASP-Honeypot.git (fetch)
origin  https://github.com/Your_Username/OWASP-Honeypot.git (push)





Now, add a reference to the original OWASP-Honeypot [https://github.com/zdresearch/OWASP-Honeypot] repository using

git remote add upstream https://github.com/zdresearch/OWASP-Honeypot.git






This adds a new remote named upstream.




See the changes using

git remote -v
origin    https://github.com/Your_Username/OWASP-Honeypot.git (fetch)
origin    https://github.com/Your_Username/OWASP-Honeypot.git (push)
upstream  https://github.com/zdresearch/OWASP-Honeypot.git    (fetch)
upstream  https://github.com/zdresearch/OWASP-Honeypot.git    (push)








4. Sync it

Always keep your local copy of repository updated with the original repository.
Before making any changes and/or in an appropriate interval, run the following commands carefully to update your local repository.

# Fetch all remote repositories and delete any deleted remote branches
git fetch --all --prune

# Switch to `master` branch
git checkout master

# Reset local `master` branch to match `upstream` repository's `master` branch
git reset --hard upstream/master

# Push changes to your forked `Plant_Disease_Detection` repo
git push origin master








5. Ready Steady Go…

Once you have completed these steps, you are ready to start contributing by checking our Help Wanted Issues and creating pull requests [https://github.com/zdresearch/OWASP-Honeypot/pulls].




6. Create a new branch :bangbang:

Whenever you are going to make contribution. Please create separate branch using the following command and keep your master branch clean (i.e. synced with remote branch).

# It will create a new branch with name Branch_Name and will switch to that branch.
git checkout -b Branch_Name





Create a separate branch for every contribution and try to use the same name of the branch as of folder.

To switch to desired branch

# To switch from one folder to other
git checkout Branch_Name





Now make your changes in this branch.

If your changes required addition of functions/ API endpoints/ features that are not being tested in the unit tests, then add corresponding tests to it in the tests directory.




7. Local Testing

Once you are finished implementing your changes, test your changes locally using the following commands:

# Run Modules Test
python3 ohp.py -m all --test





The above command will take some time, so be patient. When it ends, ensure that no errors were printed on the terminal.

# Run API
python3 ohp.py --start-api-server





# Run Unit tests on a separate terminal
python3 -m pytest -rPp





Ensure that all the units tests passed before creating a pull request.




8. Push a commit

To add the changes to the branch use:

# To add all files to branch Branch_Name
git add .





Type in a message explaining the changes in brief using:

# This message gets associated with all files you have changed
git commit -m 'relevant message'





Now, Push your awesome work to your remote repository using

# To push your work to your remote repository
git push -u origin Branch_Name








9. Create a Pull Request

Finally, go to your repository in browser and click on compare and pull requests and select the compare across forks option.

[image: _images/compare-across-forks-link.png]Compare across Forks [https://github.com/zdresearch/OWASP-Honeypot]

Change the base fork branch to development branch.

[image: _images/choose-base-fork-and-branch.png]Pull Request Base [https://github.com/zdresearch/OWASP-Honeypot]

Add a title and description to your pull request that explains your precious effort.

Sit and relax till we review your PR, you’ve made your contribution to our project.









          

      

      

    

  

    
      
          
            
  
OWASP Honeypot

[image: _images/badge.svg]Build Status [image: _images/5d4f23ebcfb0417e906ed29441f60050.svg]Codacy Badge [https://www.codacy.com/app/zdresearch/OWASP-Honeypot?utm_source=github.com&utm_medium=referral&utm_content=zdresearch/OWASP-Honeypot&utm_campaign=Badge_Grade]

We appreciate any contribution, ideas, feedback. feel free to contact us by creating an issue or send me email directly ali.razmjoo@owasp.org. Please visit Wiki [https://github.com/zdresearch/OWASP-Honeypot/wiki] page for more information.


Live API

We’ve setup a live API on a few servers in Stockholm area, you can use API calls and information without any limitation, the service is running on a tiny VPS, please do not send a lot of requests.


	http://ohp-stockholm-live.z3r0d4y.com:5000/







WE ARE IN RESEARCH AND DEVELOP PHASE, EXPECT ERRORS!




NO WARRANTY! USE WITH YOUR OWN RESPONSIBILITY!




DO NOT USE IT ON THE SAME SERVER(S)/NETWORK WHICH YOU HAVING YOUR PRODUCT/INFORMATION/SENSIBLE DATA


	Running Example (I sent ctrl + c to close and remove honeypot service correctly!)





      ______          __      _____ _____
     / __ \ \        / /\    / ____|  __ \
    | |  | \ \  /\  / /  \  | (___ | |__) |
    | |  | |\ \/  \/ / /\ \  \___ \|  ___/
    | |__| | \  /\  / ____ \ ____) | |
     \____/   \/  \/_/    \_\_____/|_|
                      _    _                        _____      _
                     | |  | |                      |  __ \    | |
                     | |__| | ___  _ __   ___ _   _| |__) |__ | |_
                     |  __  |/ _ \| "_ \ / _ \ | | |  ___/ _ \| __|
                     | |  | | (_) | | | |  __/ |_| | |  | (_) | |_
                     |_|  |_|\___/|_| |_|\___|\__, |_|   \___/ \__|
                                               __/ |
                                              |___/

[+] [2018-07-09 23:56:06] OWASP Honeypot started ...
[+] [2018-07-09 23:56:06] loading modules ftp/weak_password, http/basic_auth_weak_password, ssh/weak_password
[+] [2018-07-09 23:56:06] creating image ohp_ftpserver
[+] [2018-07-09 23:56:35] image ohp_ftpserver created
[+] [2018-07-09 23:56:35] creating image ohp_httpserver
[+] [2018-07-09 23:57:00] image ohp_httpserver created
[+] [2018-07-09 23:57:00] creating image ohp_sshserver
[+] [2018-07-09 23:57:17] image ohp_sshserver created
[+] [2018-07-09 23:57:17] creating ohp_internet network
[+] [2018-07-09 23:57:17] ohp_internet network created subnet:172.19.0.0/16 gateway:172.19.0.1
[+] [2018-07-09 23:57:17] creating ohp_no_internet network
[+] [2018-07-09 23:57:18] ohp_no_internet network created subnet:172.20.0.0/16 gateway:172.20.0.1
[+] [2018-07-09 23:57:18] container ohp_ftpserver_weak_password started, forwarding 0.0.0.0:21 to 72.20.0.:21
[+] [2018-07-09 23:57:18] container ohp_httpserver_basic_auth_weak_password started, forwarding 0.0.0.0:80 to 72.20.0.:80
[+] [2018-07-09 23:57:19] container ohp_sshserver_weak_password started, forwarding 0.0.0.0:22 to 72.19.0.:22
[+] [2018-07-09 23:57:19] all selected modules started: ftp/weak_password, http/basic_auth_weak_password, ssh/weak_password
[+] [2018-07-09 23:57:29] interrupted by user, please wait to stop the containers and remove the containers and images
[+] [2018-07-09 23:57:39] stopping container ohp_httpserver_basic_auth_weak_password
[+] [2018-07-09 23:57:49] stopping container ohp_sshserver_weak_password
[+] [2018-07-09 23:57:49] removing container ohp_ftpserver_weak_password
[+] [2018-07-09 23:57:49] removing container ohp_httpserver_basic_auth_weak_password
[+] [2018-07-09 23:57:49] removing container ohp_sshserver_weak_password
[+] [2018-07-09 23:57:49] removing image ohp_sshserver
[+] [2018-07-09 23:57:49] removing image ohp_httpserver
[+] [2018-07-09 23:57:49] removing image ohp_ftpserver
[+] [2018-07-09 23:57:49] finished.










API Actions & WebUI


	Please visit API Actions [https://github.com/zdresearch/OWASP-Honeypot/wiki/API] in wiki page to find more information


	Use python ohp.py --start-api-server to start API Server with default configuration [https://github.com/zdresearch/OWASP-Honeypot/blob/master/config.py].





Run Dockerized API


	To run the API with MongoDB running on the host, use the command given below:




docker-compose -f docker-compose-host.yml up






	To run the API with MongoDB also running on a docker container, use the following commands:




docker-compose up





[image: _images/4e92ff2c0ab600b3bed4d1d9d2efe06ab4870686.png]image_2018-07-17_01-48-26









          

      

      

    

  

    
      
          
            
  
license: python.org


argparse

This the same argparse https://docs.python.org/3/library/argparse.html
but we fixed the issue https://github.com/python/cpython/pull/3577
and this library temporary will import from here on windows os until we get a patch.

patch credits: Ali Razmjoo Qalaei, Vahid Behzadan

Ref: https://github.com/zdresearch/OWASP-Nettacker/tree/master/lib/argparse







          

      

      

    

  

    
      
          
            
  
	https://github.com/chrislim2888/IP2Location-Python


	https://lite.ip2location.com/






          

      

      

    

  

    
      
          
            
  
File Transfer Protocol

HTTP honeypot modules will locate here


	https://en.wikipedia.org/wiki/File_Transfer_Protocol








          

      

      

    

  

    
      
          
            
  
Docker VSFTPD

Simple ftp server with docker


	C-Styled files


	/etc/init.d/vsftpd




#!/bin/sh

# removed \r
### BEGIN INIT INFO
# Provides:		vsftpd
# Required-Start:	$network $remote_fs $syslog
# Required-Stop:	$network $remote_fs $syslog
# Default-Start:	2 3 4 5
# Default-Stop:		0 1 6
# Short-Description:	Very secure FTP server
# Description:		Provides a lightweight, efficient FTP server written
#			for security.
### END INIT INFO

set -e

DAEMON="/usr/sbin/vsftpd"
NAME="vsftpd"
PATH="/sbin:/bin:/usr/sbin:/usr/bin"
LOGFILE="/var/log/vsftpd.log"
CHROOT="/var/run/vsftpd/empty"

test -x "${DAEMON}" || exit 0

. /lib/lsb/init-functions

if [ ! -e "${LOGFILE}" ]
then
	touch "${LOGFILE}"
	chmod 640 "${LOGFILE}"
	chown root:adm "${LOGFILE}"
fi

if [ ! -d "${CHROOT}" ]
then
	mkdir -p "${CHROOT}"
fi

case "${1}" in
	start)
		log_daemon_msg "Starting FTP server" "${NAME}"

		if [ -e /etc/vsftpd.conf ] && ! egrep -iq "^ *listen(_ipv6)? *= *yes" /etc/vsftpd.conf
		then
			log_warning_msg "vsftpd disabled - listen disabled in config."
			exit 0
		fi

		start-stop-daemon --start --background -m --oknodo --pidfile /var/run/vsftpd/vsftpd.pid --exec ${DAEMON}
		sleep 1

		n=0
		while [ ${n} -le 5 ]
		do
			_PID="$(if [ -e /var/run/vsftpd/vsftpd.pid ]; then cat /var/run/vsftpd/vsftpd.pid; fi)"
			if ! ps -C vsftpd | grep -qs "${_PID}"
			then
				break
			fi
			sleep 1
			n=$(( $n + 1 ))
		done

		if ! ps -C vsftpd | grep -qs "${_PID}"
		then
			log_warning_msg "vsftpd failed - probably invalid config."
			exit 1
		fi

		log_end_msg 0
		;;

	stop)
		log_daemon_msg "Stopping FTP server" "${NAME}"

		start-stop-daemon --stop --pidfile /var/run/vsftpd/vsftpd.pid --oknodo --exec ${DAEMON}
		rm -f /var/run/vsftpd/vsftpd.pid

		log_end_msg 0
		;;

	restart)
		${0} stop
		${0} start
		;;

	reload|force-reload)
		log_daemon_msg "Reloading FTP server configuration"

		start-stop-daemon --stop --pidfile /var/run/vsftpd/vsftpd.pid --signal 1 --exec $DAEMON

		log_end_msg "${?}"
		;;

	status)
		status_of_proc "${DAEMON}" "FTP server"
		;;

	*)
		echo "Usage: ${0} {start|stop|restart|reload|status}"
		exit 1
		;;
esac

exit 0






	/etc/vsftpd.conf




listen=YES
anonymous_enable=NO
local_enable=YES
write_enable=YES
local_umask=022
local_root=/var/www
chroot_local_user=YES
allow_writeable_chroot=YES
hide_ids=YES
listen_address=0.0.0.0

#virtual user settings
user_config_dir=/etc/vsftpd_user_conf
guest_enable=YES
virtual_use_local_privs=YES
pam_service_name=vsftpd
nopriv_user=vsftpd
guest_username=vsftpd






	Ref: https://github.com/lrkwz/docker-vsftp
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Docker VSFTPD

Simple ftp server with docker


	C-Styled files


	/etc/init.d/vsftpd




#!/bin/sh

# removed \r
### BEGIN INIT INFO
# Provides:		vsftpd
# Required-Start:	$network $remote_fs $syslog
# Required-Stop:	$network $remote_fs $syslog
# Default-Start:	2 3 4 5
# Default-Stop:		0 1 6
# Short-Description:	Very secure FTP server
# Description:		Provides a lightweight, efficient FTP server written
#			for security.
### END INIT INFO

set -e

DAEMON="/usr/sbin/vsftpd"
NAME="vsftpd"
PATH="/sbin:/bin:/usr/sbin:/usr/bin"
LOGFILE="/var/log/vsftpd.log"
CHROOT="/var/run/vsftpd/empty"

test -x "${DAEMON}" || exit 0

. /lib/lsb/init-functions

if [ ! -e "${LOGFILE}" ]
then
	touch "${LOGFILE}"
	chmod 640 "${LOGFILE}"
	chown root:adm "${LOGFILE}"
fi

if [ ! -d "${CHROOT}" ]
then
	mkdir -p "${CHROOT}"
fi

case "${1}" in
	start)
		log_daemon_msg "Starting FTP server" "${NAME}"

		if [ -e /etc/vsftpd.conf ] && ! egrep -iq "^ *listen(_ipv6)? *= *yes" /etc/vsftpd.conf
		then
			log_warning_msg "vsftpd disabled - listen disabled in config."
			exit 0
		fi

		start-stop-daemon --start --background -m --oknodo --pidfile /var/run/vsftpd/vsftpd.pid --exec ${DAEMON}
		sleep 1

		n=0
		while [ ${n} -le 5 ]
		do
			_PID="$(if [ -e /var/run/vsftpd/vsftpd.pid ]; then cat /var/run/vsftpd/vsftpd.pid; fi)"
			if ! ps -C vsftpd | grep -qs "${_PID}"
			then
				break
			fi
			sleep 1
			n=$(( $n + 1 ))
		done

		if ! ps -C vsftpd | grep -qs "${_PID}"
		then
			log_warning_msg "vsftpd failed - probably invalid config."
			exit 1
		fi

		log_end_msg 0
		;;

	stop)
		log_daemon_msg "Stopping FTP server" "${NAME}"

		start-stop-daemon --stop --pidfile /var/run/vsftpd/vsftpd.pid --oknodo --exec ${DAEMON}
		rm -f /var/run/vsftpd/vsftpd.pid

		log_end_msg 0
		;;

	restart)
		${0} stop
		${0} start
		;;

	reload|force-reload)
		log_daemon_msg "Reloading FTP server configuration"

		start-stop-daemon --stop --pidfile /var/run/vsftpd/vsftpd.pid --signal 1 --exec $DAEMON

		log_end_msg "${?}"
		;;

	status)
		status_of_proc "${DAEMON}" "FTP server"
		;;

	*)
		echo "Usage: ${0} {start|stop|restart|reload|status}"
		exit 1
		;;
esac

exit 0






	/etc/vsftpd.conf




listen=YES
anonymous_enable=NO
local_enable=YES
write_enable=YES
local_umask=022
local_root=/var/www
chroot_local_user=YES
allow_writeable_chroot=YES
hide_ids=YES
listen_address=0.0.0.0

#virtual user settings
user_config_dir=/etc/vsftpd_user_conf
guest_enable=YES
virtual_use_local_privs=YES
pam_service_name=vsftpd
nopriv_user=vsftpd
guest_username=vsftpd






	Ref: https://github.com/lrkwz/docker-vsftp
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Hypertext Transfer Protocol

HTTP honeypot modules will locate here


	https://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol








          

      

      

    

  

    
      
          
            
  
Docker apache2


	C-Styled files


	.htaccess




AuthType Basic
AuthName "Restricted Content"
AuthUserFile /var/www/html/.htpasswd
Require valid-user
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Docker apache2


	C-Styled files


	.htaccess




AuthType Basic
AuthName "Restricted Content"
AuthUserFile /var/www/html/.htpasswd
Require valid-user
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Industrial Control Systems

ICS/SCADA honeypot modules will locate here


	https://en.wikipedia.org/wiki/Industrial_control_system


	https://en.wikipedia.org/wiki/SCADA








          

      

      

    

  

    
      
          
            
  
Veeder-Root Guardian AST (Aspartate Aminotransferase)

It’s upgraded version of GasPot [https://github.com/sjhilt/GasPot] with multiple upgrades using Mohammad Reza Zamiri’s research.


Research Credits: Mohammad Reza Zamiri & Ali Razmjoo Qalaei




Code by OWASP Honeypot Team
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Secure Shell

SSH honeypot modules will locate here


	https://en.wikipedia.org/wiki/Secure_Shell








          

      

      

    

  

    
      
          
            
  module files locate in here



          

      

      

    

  

    
      
          
            
  module files locate in here
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